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Managed Security for the Small and Medium-Sized 
Business Ð The Benefits of Out-Tasking Security Services 
to a Qualified Service Provider 

Executive Summary 

Because of the expanding growth and complexity of the Internet and networking, our reliance on 

technology in every area of our lives, and the risks presented by a new breed of skillful hackers, 

serious security threats are an unfortunate certainty in both the home and office today. These 

threats are real and costly. In 2002, according to a joint Computer Security Institute (CSI)/FBI 

report, there was nearly a 50-percent increase in financial losses as a result of security breaches 

over the prior seven-year period. In 2003, Information Week reported that a successful virus strike 

costs individual businesses from US$100,000 to US$1 million a year in cleanup and related costs. 

In 2005, the CSI/FBI Computer Crime and Security Survey found that virus attacks, unauthorized 

access, and theft of proprietary information are the leading incidents generating the largest total 

losses. The losses associated with these three types of attacks generated over 80 percent of the 

total losses reported. 

In todayÕs global marketplace, every business needs to be vigilant in proactively protecting its 

corporate assets. Gone are the days of simply scanning a floppy disk for viruses. Today a 

comprehensive, layered approach is required to secure the network and company resources from 

multiple types of threats. Small and medium-sized businesses (SMBs) are particularly vulnerable 

because they typically do not have exper
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specific business applications. These new attacks accelerated the need for products that could 
provide application-level security, such as Web security gateways, gateway antivirus products, and 
intrusion prevention products. The development of all these new technologies and products, 
starting in 2000, has put the SMB back into the position it was in before the first generation of 
integrated equipment. The technology to help secure your network exists, but it is very expensive 
and difficult to deploy and maintain for the average SMB. 

In 2004, the worldwide market for security spending on antivirus products alone was US$2.5 billion 
(Yankee Group 2004 Enterprise Security Spending Survey). The same study found that companies 
spent an average of US$150 per desktop patching the latest vulnerabilities. With the continuing 
dependence on maintaining a safe network, it isn’t surprising that IDC’s 2005 survey of U.S. SMBs 
found nearly 40 percent of medium-sized businesses (100–999 employees) and 18 percent of 
small businesses (under 100 employees) listing “improving their network security” as a top priority. 

To properly protect your networks and critical corporate resources, a proactive approach to security 
and threat mitigation must be adopted, and a layered solution must be implemented. This 
implementation ensures that no one point of the network is vulnerable and that a threat that may 
get through one layer is identified and contained at the next layer. 

Most small and medium-sized companies simply do not have the resources, funds, or expertise to 
deploy and manage a comprehensive security solution. Hiring expert staff or retraining existing IT 
personnel to provide 24-hour support, and stay current with the rapid technology changes and new 
evolution of security threats, is cost prohibitive for many SMBs. 

According to industry analysts, SMBs represent the largest growth in managed security service 
usage. Infonetics’ November 2004, “No. America User Plan for Security” reported that more than 
38 percent of small businesses and 50 percent of medium-sized businesses get one or more of 
these essential security functions – virus scanning, firewall, authentication, VPN client, and 
intrusion detection and prevention – from a service provider. A qualified service provider can help 
you determine what services and security controls are most appropriate for your business. Trained 
technicians are on staff to maintain and monitor your network 24 hours a day. You can own or 
lease the Cisco® Integrated Access Router, the customer premise equipment (CPE) used to deploy 
these security services. As technology changes, you do not have to worry about upgrading – your 
service provider keeps your security systems up-to-date. 

Given the market opportunity, a number of service providers have introduced managed security 
service offerings specifically targeted to address the needs of SMBs. These security solutions are 
deployed, implemented, managed, and monitored by the service provider with the company only 
having to pay a monthly subscription fee based on the type of service purchased. By subscribing to 
a managed security service, SMBs can focus their workforce on corporate strengths and strategic 
initiatives. The service provider supplies the expertise and deploys the most advanced technologies 
to secure the network. 

Deploying managed security services also helps SMBs to save money versus a traditional in-
house, or do-it-yourself, approach. The cost savings are primarily realized from reduced staffing 
requirements, reduced capital expenditures, and reduced upgrade costs.  
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Managed Security Service Offerings 

Managed security services can be thought of as layers of defense, with the layers being: 

● Prevention – Keeps intrusions out 

● Detection – Identifies when an intrusion is occurring or has occurred 

● Response – Takes action to defend against potential intrusion when detected 

The advantage of working with a managed security provider is that services can be scaled to meet 
an organization’s security requirements. This flexibility allows companies to minimize service 
outages and operational expenses, thereby reducing their total cost of ownership (TCO). 

● IP Security (IPsec) VPN – Is a foundational service in a managed security portfolio. This 
service provides end-to-end protection of private information exchanged over a public 
channel, such as the Internet, allowing secure, encrypted connections between the 
company network, remote offices, and teleworkers. As managed security offerings evolve, 
note that it is fundamentally a layering of services that can be tailored per the business’s 
security plan. 

● Managed firewall service – Firewalls protect internal and external network borders by 
restricting the types of network protocols and traffic allowed across the network border. The 
Cisco IOS® Software stateful Firewall is supported on all integrated services routers with the 
Cisco IOS Software Advanced Security Image and delivers per-application and denial-of-
service security services, as well as application firewall services for Port 80 traffic. The 
service provider remotely manages the Cisco IOS firewall on integrated services routers 
located on your business premises. Enhanced services, such as antivirus, content filtering, 
and authentication, can be offered as standalone services or bundled enhancements.  

● Managed intrusion detection system (IDS) and intrusion prevention system (IPS) – 
Intrusion detection involves determining when inappropriate access to a customer’s 
networks has occurred or is under way. Intrusion detection services rely on monitors in the 
router and often match monitored traffic or activity against profiles of known attacks.  

Intrusion prevention is a powerful technology that can help to mitigate worm and virus 
attacks. Intrusion prevention systems go a step further than intrusion detection systems by 
detecting inappropriate network access and then taking action on a per-connection basis to 
deflect potentially inappropriate access to customer’s networks, systems, services, 
applications, or data. For example, an IPS would, in the event that it noticed a pattern of 
activity indicating a possible denial-of-service (DoS) attack, shut off network access for the 
suspected attacker. Customizable IPS signatures can be dynamically loaded and enabled in 
the router real time, and with inline Cisco IOS IPS, the router can drop traffic, send an 
alarm, or reset the connection. 

While companies can implement IPS directly, managed IPS systems offer valuable benefits. 
IPS by design reacts to many situations. These “false positive” situations can be the result 
of a temporary surge in Web activity, or other normal traffic peaks and valleys. Solution 
providers managing this service can monitor IPS activity and alert their customers only 
when a real attack is in progress. 

● Ongoing vulnerability assessment – Every business needs to monitor their security 
posture on an ongoing basis and correct any weaknesses that are detected. Service 
providers can offer a more thorough, objective, comprehensive, and technically 
sophisticated vulnerability assessment than an organization can provide using internal 
resources only.  
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This service involves security posture assessments, and network scanning and probing to 
reveal network, OS (operating system), or application vulnerabilities in Internet-facing 
systems. When delivered as a managed service, vulnerability assessment can be sold on a 
per-test basis or based on an unlimited number of tests over a given period. 

● Other services 

◦ Consulting – Consulting services include reviewing and developing security policies, 
developing security plans, analyzing security controls, and performing security audits. 

◦ Implementation – Implementation services are for companies that have a security plan 
and need to install and integrate the hardware and software to follow that plan. 

◦ Emergency response – Incident response services or emergency response services 
include incident preparedness support, 24-hour availability during a security breach, and 
escalation procedures for notification and remediation. 

◦ Education and training – Training includes instructor-led training, e-learning, and text-
based courses in general security awareness, product-specific knowledge, and formal 
certification programs. 

Decision Tree 

Figure 1 depicts the deployment of managed security services. 

Figure 1.   Managed Security Service Deployment Flowchart 

 

When evaluating the role of managed security services, organizations should begin by assessing 
current and projected security requirements. 

● Organizational structure – Including types of offices and current network infrastructure. 
Consider main, branch, and remote offices – locally, nationally, and worldwide; LANs, 
MANs, or WANs, mobile and offsite workforce, number of workers supported, and so on. 

● Network access and availability – Bandwidth, application, and usage requirements for both 
internal and remote workers.  

● Information assets – Hardware (computers and servers), applications, and critical data. 

● Industry requirements – An organization may have particular needs dependent on the 
industry. For example, financial institutions and banks carry greater risk. 
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● Government regulation – An organization may face security requirements for its networks 
due to government regulations. For example, financial institutions are now subject to the 
security requirements of the Basel II accords, Sarbanes Oxley; healthcare institutions must 
comply with HIPAA guidelines. 

Use Table 1 to assess your environment, size, and asset type: 

Table 1. Profiling Your Security Needs 

Small Business Medium-Sized Business 

● Low complexity 
● Low traffic volume 
● Limited eCommerce use 
● Few types of information assets to protect (such as 

servers, databases, applications) 
● Varying amount of risk associated with each asset 

● Medium complexity 
● May host dozens of servers, multiple-vendor hardware 

and software platforms, and multiple applications 
● Extensive use of eCommerce 
● Several different types of information assets 
● Varying levels of risk associated with each asset 
● Extranet with partners, suppliers 

Table 2 provides a checklist for managed security service providers. 

Table 2. Managed Security Service Provider Checklist 

1. Access to security expertise and the latest 
technological security advances 

● Use service provider expertise 
● Use service provider best practices 

 

2. Excellent customer service ● 24-hour monitoring 
● Real-time incident reporting 
● Administrative control 
● Onsite support 
● Reliable service backed by SLA 
● Responsive support staff 

 

3. Compatibility with existing equipment ● Interoperability with existing security controls, 
traditional LAN and WAN environments 

 

4. Protection of WAN connections ● Protection of Internet-based VPN 
● Secure Internet access solution, bundled 

broadband connectivity, Web hosting 

 

5. Full suite of managed security offerings ● May include implementation, management, and 
training services 

 

6. Consulting services ● Use specialized knowledge of security functions  

7. Processes and procedures to manage threats 
and incidents effectively and quickly 

● Specified response times for managing incidents 
● Real-time reports detailing incidents and threats 

 

8. Flexible standalone offerings and security 
service bundles 

● Enable organizations to expand out-tasked 
services as trust in managed service provider 
grows 

● Enable organizations to retain control over 
select security functions to maximize workflow, if 
needed 

● Create cost-effective, end-to-end security 
solutions 
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Table 3 lists some strategies for managed security services. 

Table 3. Managed Services Strategies 

Business Strategy Managed Security Services 

Ensure current security operations can 
effectively mitigate potential security risks 
and attacks 

● Managed firewalls 
● Managed intrusion detection and prevention services 
● Consulting on overall security policy and architecture 

Protect information flowing in and out of 
organization 

● Authentication 
● Encryption 
● Public key infrastructure (PKI) certificate 
● VPN 

Proactively defend network ● Policies and technologies in place to secure network against current and 
future threats 

● Managed intrusion detection and intrusion prevention 
● Vulnerability analysis 

Extend Internet usage as a way of replacing 
or expanding existing WAN connectivity 

● Managed firewalls 
● Virus scanning 
● Managed intrusion detection and managed intrusion prevention services 

Cisco Technology Leadership 

Cisco has evolved a security strategy in three primary phases. Phase I represented an integrated 
security solution, where every network element is a point of defense, including routers, switches, 
appliances, and endpoints. Phase II is a collaborative security system, where security becomes a 
collaborative networkwide system between the endpoints, network, and policies in an active 
management solution. Phase III is an adaptive threat-defense system, where security services and 
network intelligence work together proactively to improve operations efficiency and optimize 
protection all the way up to the application level. 

In this third phase of the near future, Cisco network and security elements will work together to 
control access; inspect packets; provide application intelligence, content inspection, and virus 
mitigation; and manage identities and traffic visibility. Collectively, this provides application security, 
and defense, containment, and control mechanisms to secure the entire network and all services. 
Cisco refers to this adaptive threat-defense system as a Self-Defending Network. 

Cisco® is redefining best-in-class enterprise routing with a new series of routers optimized for 
secure, wire-speed delivery of concurrent data, voice, and video services. Founded on 20 years of 
leadership and innovation, Cisco 800, 1800, 2800, and 3800 series integrated services routers 
intelligently embed data, security, and voice services into a single, resilient system for fast, scalable 
delivery of mission-critical business applications. 

A primary component of the Cisco Self-Defending Network (SDN), Cisco integrated services 
routers include the industry’s most comprehensive set of security services, including IPsec, VPN, 
Firewall, and Intrusion Detection/Prevention, embedded within the router. This new architecture 
allows more security services to run concurrently at wire speed with data, voice, and video routing. 
With wire-speed performance, there is no compromise when security and additional services are 
“turned on.” This capability helps organizations apply comprehensive security services throughout 
their networks and build self-defending networks. 

The full line of Cisco leadership security products and their descriptions can be found on our 
Security page, http://www.cisco.com/go/security. These are the same products used by service 
providers around the world to ensure that your network and business is safe and secure. 

http://www.cisco.com/go/security
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Financial  Analysis 

Out-tasking managed security services results in distinct cost benefits, which can be weighed 
against current networking, management, monitoring, and connectivity expenditures. Cost savings 
can be realized from service provider economies of scale, deployment, support, and expertise. 
Cost advantages to businesses include: 

● Lower implementation and infrastructure costs  

● Lower staffing and training costs 

● Lower costs for increased 24-hour security and network monitoring and support  

● Lower security costs, with enhanced, state-of-the-art security coverage  

● “Pay as you go” scalability 

Ask your managed service provider with the Cisco Powered designation to help you assess your 
security needs and design the best solution for your business. 

Cisco Powered Designation 

Since 1997 Cisco has awarded the Cisco Powered designation to services that are delivered over a 
network built with Cisco products and technologies and that meet Cisco standards for network 
support. 

Companies that select a security service that carries a Cisco Powered designation know that the 
services are delivered over the same high-quality Cisco equipment that powers their own networks.  

To identify services with a Cisco Powered designation, look for the following logo on the service 
provider’s advertisements and other promotional materials. 

 

For More Information 

To learn more about managed security services, view the Cisco Managed Services e-tour, or locate 
a service provider belonging to the Cisco Powered Program, visit: 
http://www.cisco.com/go/ms4smb. 

You can read Cisco service overviews about other managed services that are taking advantage of 
Cisco products and solutions including: 

● VPN services  

● IP communications services  

● Metro Ethernet access services 

 

 

 

 

 

http://www.cisco.com/go/ms4smb
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